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Primal infon logic

Infon logic and authorization

+ Infon logic: proposed by Yuri Gurevich and Itay Neeman of Microsoft
Research.

+ Part of the authorization system DKAL.

+ In DKAL, principals use infon logic to derive consequences from their
own knowledge and communications from other principals.
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Primal infon logic

Infon logic and authorization ...

« If T have [A said (B can read file X)] — (B can read file X) in my knowledge
set and A communicates (B can read file X), I can grant access to B.

« If A tells B that C can read X provided C signs an agreement, it is modelled
as C agrees — [A implied (C can read X)].

« Aimplied x is less trusted than A said x: (A implied x) — x may not hold
even when (A said x) — x.

+ A said x — A implied x.
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Primal infon logic

Infon logic: syntax

+ Infon logic is the (A, —) fragment of intuitionistic logic, with modalities.

+ Syntax of the logic:
Q:u=p|xAy|[x—y|Ox|mWx

where p € Props, a € Ag, and x,y € ©.

+ [,x stands for a said x and M x stands for a implied x.
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Primal infon logic

Infon logic: proof rules

o Xk x
k
Xoxhx XX/l_Xwea en
Xkx Xty XExyAxq
Ai Ne;
XkExNy XFx
X,xky Xkx Xkx—y
—1i —e
Xkx—y Xty
Xkx X, YEx
O, u,
0,XF0,x 0,X,m,YHmx
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Primal infon logic

Problem of interest

The derivability problem: Given X and x, determine whether there is a proof of
XFx.
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Primal infon logic

Example proofs

ax ax
wybx — xyky
i
x,yFxAy
O,x Wyt m,(xAy)
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Primal infon logic

Example proofs ...

ax

xyFx xyky

ax

Ai
xyFExAy

—0,
Dax’DayF Da(XAy)

—1
O,x O,y — O,(x Ay)
ax —1i
Ox Ay FOxAOy FOx— @y — O.(xAy))
ax Ae, weaken
O,xAOy EOxAD,y O AOyFOx O x AOy FOx — (O — Oa(x Ay))
Neq —e
OxAOyk Oy Ox A0yt Oy — O,(xAy)
—e
O x Ay O, (xAy)
S P Suresh
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Primal infon logic

A case for the cut rule

+ Proof search is difficult if arbitrarily large formulas can occur in all proofs

of X x.
+ The cut rule can help in handling chains of implications.

XFx Yhy
— cut
X,Y—xlky
+ Does not add power:
(]
Ty .
Yhy
. —_— ]
Xkx Y—xkFx—y
T T,
X,Y—xlky
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Primal infon logic

A proof with cut
ax ax
%,y x xyky
ax Ai
O,xAOyFOxAQ,y xybExAy
ax e O,
OxAOybOxAO,y OxAOyFOx 0,0,y F O,(xAy)
Neq cut
OxAOy kO, O,x A Dy, O,y F Og(x Ay)
cut

OxAOyFO,(xAy)
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Primal infon logic

Primal infon logic

Statman 1979 proves that the derivability problem for intuitionistic logic
(even the —-fragment) is PSPACE-complete.

The main culprit is the — i rule.

A variant suggests itself — primal implication:

Xky
XFx—y
A form of weakening.
Shades of encryption:
Xkt
Xt sk(A)—t
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Primal infon logic

Primal infon logic: proof rules

o Xkx
Xoxhx . weaken
Xkx Xky XbxgAxq
Ai Ae;
XFxNAy Xkx
Xky XFx Xkx—y
—1 —e
Xkx—y Xty
XEx X,Ykx
0,X+F0,x 0,X,m,YHm,x
Xkx Yky
——cut
X,Y—xtky
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Primal infon logic

Why the cut rule?

+ The cut rule ought to be admissible in any reasonable system.

+ But it can be shown that there is no cut-free proof of
Ox AOy FO,(x Ay).

+ Thus we add cut as an explicit rule.
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Primal infon logic

Semantics

A Kripke structure for infon logic is a tuple (W, <, C,S,I) where
« (W, <) is a partially ordered set.

- C: Props — p(W) maps each p € Props to a cone.
« Sta—S,and[:a~ I, where forallaeAg

. S,CWxWandI, CWx W.
. I,CS,.

« fu<wandwS, v thenuS,v.
« Ifu <wandwl,v then ul v.
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Primal infon logic

Semantics ...

We assign a cone C(z) to every formula z.
« C(xAy)=C(x)NC(y).
- C(Ox)={u|Vv:uS,v=>vel(x)}.
- C(mx)={u|VYv:ul,v=>vel(x)}.
- Full infon logic: C(x > y) = {u| Vv >u:ve C(x) =>ve C(y)}.

+ Primal infon logic: C(x — y) is an arbitrary cone C such that

Cy)CCCHu|Vv>u:vel(x)=>vely)}.
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Primal infon logic

Semantics ...

Theorem
For both full infon logic and primal infon logic, the following are equivalent for any
sequent s.

® s is provable.
® sisvalid.
© Every finite Kripke structure models s.

® There is a proof of s that uses only subformulas of s.
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Primal infon logic

Known results

+ Full infon logic is PSPACE-complete. (Gurevich and Neeman (2009).)

+ Primal constructive logic (PIL without the modalities) is solvable in linear
time [GNog].

+ Primal infon logic with only the [J, modalities is solvable in linear
time [GNog].

+ Primal infon logic extended with disjunctions is PSPACE-complete.
Proved by Beklemishev and Gurevich (2012).

+ Gurevich and Savateev (2011) have proved exponential lower bounds on
proof size in primal infon logic.

- [BNRS13]: Primal infon logic is solvable in polynomial time (O(N?)
algorithm).
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Some proof theory

cut and subformula property

The cut rule also renders proof search difficult, by violating the subformula
property.

Standard solution: prove that every provable sequent has a cut-free proof.
But ...cut is not eliminable in PIL.

What do we do?
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Some proof theory

Sequent calculus system for PIL

. XEx
weaken
Xxkx XX Fx
Xkx Xky X,x Fy
Ar N,
XkFxAy X,xg Ax, by
Xky XFx Xykz
—7r —
Xkx—y X,x—ykz
XEx X, Ykx
0, u,
0,X+H-0,x 0,X,m,YHmx

XkFx Yky
—cut
X,Y—xky
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Some proof theory

Equivalence

Translate
T L)
Xkx—y Xkx
e
X by
to
/
)
) ;
Ty . ax
: Xkx Xyky
. B
Xkx—y Xx—oylky
cut

Xty

No new formulas!
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Some proof theory
Equivalence

Translate

to

_ - (A
X,x—>ykx—y Xkx :

—> e

X,x—yky X,ykz

cut
X,x—ykz

No new formulas!
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Some proof theory

Cut elimination for PIL in sequent calculus form

+ Proof is along standard lines.

+ Immediately implies the subformula property.
-« O,x A0,y F0,(x Ay) is proved as follows:

ax
X,y x xyky

ax

Ar
xybExAy

N D
0. 0.y F Oa(xAy)

OxAO.y, Oy - 0O,(xAy)

N,
OxAOyFO,(xAy)
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Some proof theory

Subformula property for PIL

IfXF, ,xthen Xk  x.
If X |- x then there is a cut-free sequent calculus proof of X I x.

All formulas occurring in any cut-free sequent calculus proof of X |- x
belong to sf(X U {x}).

This last proof can be translated to a natural deduction proof respecting
the subformula property.
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Algorithm for derivability
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Algorithm for derivability

Setting it up

- Given X, and x, to check if X, I- x,,.

- Let Y, = sf(X, U {x,}.

- Let |Y,| =N.

« closure’(X) = {x | X I x without using the modality rules}.
- For X C Yy, closure(X) computable in O(N) time.

« closure(X) = {x | X - x}.
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Algorithm for derivability

Setting it up ...

- Let € be the set of modal contexts in Y.

- Foreach re 6 definef, : p(V,) = p(¥,)and g, : p(Y,) — p(Yy).
+ f, handles applications of the cut rule.

- g, handles one application of each of the modality rules.

- Mutually recursive procedures.

Theorem
Forall X C Y, f.(X) = closure(X).
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Algorithm for derivability

Computing closure(X)

function f,(X)
if (7 ¢ 6 or X = &) then
return J
end if
Y X
while Y # g (V) do
Y g, (Y)
end while
return Y
end function
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Algorithm for derivability

Computing closure(X)
function g, (X)
forallacAg:V, < O,f, (O L(X))
forallacAg:Z, — M f g (Ija_l(X) ( )
return closure’ (X U UaeAg (Y,uz))

end function
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Complexity analysis

Number of distinct recursive calls

With respect to the run of (X))
* (0,X) —=¢(7,Y)if f,(X) is an (temporally) earlier recursive call than f ().
* (0,X) =, (7,7) if g,(X) is an (temporally) earlier recursive call than g (V).
Lemma
Suppose € 6, and X,Y C Y.
© If(0,X) —¢(s,Y) then f(X)

cvy.
© If(5,X) >, (7,Y)theng,(X) C Y.
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Complexity analysis

Computing closure(X) with memoization
Initialization: forallve ¢ : G «— @

function (s, X)
if ¢ 6 or X =@ then
return &
end if
Y—X
while Y # G_ do > G, =g(r,G,) before the start of the loop.
G, <Y
Y g(0,Y)
end while > G, =g(r,G,) at the end of the loop.
return G_
end function
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Complexity analysis

O(N®) complexity

At most N modal contexts.

For each context ¢, across all calls to f,, at most N recursive calls to g,
At most N? calls to g, across all 0.

Each g makes a constant number of recursive calls to fs.

Each g, takes O(N) time to compute closure’.

Overall time: O(N®).
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Complexity analysis

Cisestions?
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Complexity analysis
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