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Navigating Through the Workbooks

Current Phase - Workbook 3: Reformulating, Implementing

How to use this workbook along with others?

This workbook functions as part of a progressive series designed to guide organizations through various
stages of cybersecurity maturity. Each workbook builds upon insights from the previous one, ensuring a
structured and continuous improvement process. When used collectively, they create an integrated framework
that helps organizations internalize NCIIPC principles, align teams around shared objectives, and sustain long-
term cybersecurity growth.

In the third phase, improvement pathways will
be developed to address gaps identified earlier.
Using templates and tools, practitioners will
define and track actions to enhance the
organization’s cybersecurity posture, ensuring a
smoother transition towards adopting NCIIPC
guidelines and principles.
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Benefits of the Workbook
Enabling adoption of NCIIPC

Building a shared cybersecurity culture in organizations

This workbook represents a paradigm shift in how organizations approach cybersecurity maturity and adopt
NCIIPC guidelines. Rather than relying solely on external audits or one-time assessments, it empowers
organizations to build internal capacity, ownership, and accountability for protecting Critical Information
Infrastructure (Cll).

From Auditor Dependency to Employee Empowerment

With a typical cybersecurity assessments, organizations get to wait until one of these third-party auditors
identify their gaps, leading them to be in a reactionary posture. Through this workbook, a bottom-up approach
is facilitated in which CISOs and their teams can assess, score, and prioritize their selected controls in a
structured, consistent, and meaningful way. Audit Preparation gives way to long-term process and control
improvement

Self-Assessment for Self-Development
The checklists, scoring models, and maturity parameters of the workbook promote constant self-evaluation,
allowing organizations to visualize their growth and maturity in real-time.

Internal Capacity Building

It serves as a training and enablement tool by establishing clear scoring criteria for each of the common
controls (AML, MML, RL) and maintaining control-specific guidance, as well as activity templates. Cross-
departmental teams can assess their participation in cybersecurity, monitor progress, and collaborate
effectively.

Secure, Private, and Insightful

Minimizing unnecessary sharing of data with third parties or Auditors. Detailed reports are not exported. The
workbook delivers internal dialogue and action. The insights gained through it empower leadership to make
informed decisions without sacrificing operational insight or confidentiality.

A Stronger, Scalable Model for NCIIPC Adoption

In doing so, the workbook serves as a translation layer between national directives and actionable ground-level
controls by operationalizing NCIIPC guidelines (in conjunction with global best practices) into a set of practical
measures. It fosters adoption, removes mystery from implementation, and offers a repeatable model that
organizations can own, improve, and scale.

This workbook is not just a tool — it is a strategic enabler for a more resilient, self-aware and future-ready
cybersecurity ecosystem in India.



Introduction
NCIIPC transformation for organizations - 1

What is this Workbook about?

The aim of this workbook is to help you and your organization to achieve substantial clarity and ability to
incorporate the controls of NCIIPC in cybersecurity practice in an easy and simple manner. A critical barrier in
achieving an improved cybersecurity posture is the lack of integration of controls and the insights from audits
into everyday practice of organizations.

In contrast to an externalist viewpoint of audits, through self assessment and pathways for improvement, this
workbook empowers organizational actors to imbibe principles and practices of cybersecurity in their work
practices at all levels of the organization.

The key idea is to develop organizational competency such that actors are able to comprehend the functioning
of the larger wholes and interaction of parts in cybersecurity practices. The focus of the workbook is to enable
the movement from a viewpoint of symptomatic fixes to enabling an anticipatory viewpoint on NCIIPC
compatibility.

Why to use this Workbook?

The workbook is designed to be used in conjunction with NCIIPC guidelines.
The workbook addresses some unique challenges in the NCIIPC locus of cybersecurity practices:

» There is a need for tools to map the domains and control relationships to provide clarity between these two
dimensions

e There is a need to understand how the relationships between domains and controls can be used to highlight
areas of improvement

e There is a need to chart out courses of action , timelines and responsibilities to achieve improvement from
the previous states of the cybersecurity posture.

» There is a need for planning tools that enable stakeholders to become powerful actors in improving the
cybersecurity posture

e There is a need for planning tools that recognize the complexity of the cybersecurity domain, challenges of
NCPIIC guidelines and the issues faced while actors interpret and adopt these in their organizations.

The workbook has been created with these above issues in mind while ensuring that NCIIPC guidelines can be
successfully transformed into organizational practices, unique to each entity. Therefore, practitioners are
encouraged to keep the NCIIPC document handy while using the exercises in the workbook to enhance the
uniqueness and compatibility with their own organization.

The tools created in this work book bridge the gap between the complex nature of the various domains of
cybersecurity, controls of NCIIPC and the adoption of these in various organizations through the use of design
thinking and systems thinking tools. Such a conjoined approach allows the transformation of the organization
with cybersecurity practices being developed as a human-centric enterprise. The organizational stakeholders
are comprehended as powerful actors who can view the various domains and controls of cybersecurity from a
vantage point of comprehensibility and adoptability.
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NCIIPC transformation for organizations - 2

Who can use this Workbook?

Specifically, the aim is to ensure organizational compliance with NCIIPC controls through collective self
assessment. The emphasis on a collective focus is important as cybersecurity practice is shared across the
organization. Improvement in cybersecurity posture is an organizational phenomenon. Therefore, the tools and
pathways depicted in this workbook are aimed to be used in groups of people ranging from the functional role
of front-line operators to CISOs.

Application of NCIIPC controls and principles can be best comprehended, implemented and sustained in a
participatory mode of inquiry and execution. The aim is to accomplish the improvement of cybersecurity
practices by means of organizational actors who display responsibility, accountability, transparency, diligence
and initiative.



Collaborative Change Management Process

NCIIPC transformation for organizations - 1

3 Principles of the Change Management Process

1. Framing and Scaffolding

Framing involves discovery processes that create a common understanding ofissues and scope of required
changes. Scaffolding involves transformational processes where the actors are supported throughout their
journey by the use of tools that help in comprehension, decision making and execution. Both framing and
Scaffolding are taken together as foundational viewpoints to successfully enable an adoption of NCIIPC
guidelines and controls.

2. Participation and Collaboration

A Participatory approach recognizes that the cybersecurity practices require an inclusive view of all the
stakeholders in the organization. These various actors have to work cooperatively and collaborate on
important issues to improve the cybersecurity posture. Both participation and collaboration are important
constructs that enable the adoption of NCIIPC guidelines and controls, and improving the cybersecurity
posture of organizations.

3. Charting Pathways for cybersecurity improvement

In many cases, based on extensive discussions with auditors, it is found that organizational actors may not
be able to comprehend what is required for improvement. They may know what needs to be improved but
may not comprehend how to get there. Therefore what is required is a pathway that organizational actors
can use to craft their own journey towards improvement. The need to support self-efficacy through
providing pathways is the the foundational basis of this workbook.

Creating a collaborative change management process

1. Stakeholder Selection

The key challenge in any change management process is to get in the right set of people who are
representative of the various stakeholder groups. These stakeholder groups would ideally span a spectrum
of the operators to the higher management, such as the CISO, as well as display proper demographic

variety.
In order for maximum benefit to be achieved, organizers could use the 5ls as a choice criterion:

 Informed: Are the representative members informed about the issues and the context?

» Impacted: Are they sufficiently impacted by the issues in cybersecurity? Are they vulnerable to the
consequences of the cybersecurity improvement process?

« Interested: Are these members sufficiently interested in the change process?
« Invested: Are they personally involved and invested in the outcomes of the process?

» Implementers: Can they be given the responsibility of implementing the change? Will they show
sufficient accountability and diligence in executing part or whole of the process?



Collaborative Change Management Process

NCIIPC transformation for organizations - 2

2. Collaboration Sessions

Collaborative sessions should be organized on a weekly basis. In cases of extreme urgency, such
as that of immediate self assessment, they can also be organized a series of session spread over a
week. In these sessions, all the participants will meet regularly and use the tools of the workbook
to perform a self assessment, map out the possible change pathways and resources required for
improvement in the cybersecurity posture. All members should be allowed to participate inclusively
with proper value given to their insights. Each session can be moderated by its members on a
rotational basis. These sessions should inform, elicit, and act on vital information with a view
towards benefits to the whole organization in the short- and long-term. In summary, the aim is to
self-assess and create pathways for improvement

3. Implementation Sessions

Implementation sessions are similar to collaborative sessions in its structure. However, they
differ in terms of their functions. Unlike the collaborative session, where the aim is to identify
and create pathways, the implementation sessions ensure that the insights identified in the
collaboration sessions will be implemented in specific timeframes by responsible people
adhering to a timeline, while ensuring the highlighting of the completion status, once the change
is implemented.

4 Phases of the change management process

The entire workbook is divided into 4 phases that demonstrate the phases of the change management
process:

Phase 1: Comprehending

In this phase the key idea is to self assess and comprehend the essential status of the organization. this is
possible by using the templates and scoring mechanism provided in the scorecard to generate an Risk Priority
(RP) score.

Phase 2: Sensemaking
In this second phase, the domains and respective controls are highlighted and their improvement areas are
listed. These improvement areas serve as the basis for the subsequent steps.

Phase 3: Reformulating

In this third phase, improvement pathways are created by delving into particular domains and controls in
multiple ways. These can be made possible by the use of templates that provide clarity and insight into the
particular areas.

Phase 4: Implementing

Finally, once the domains and controls have been identified, a timeline is charted and an implementation
schedule set in place along with the assignment of responsibility and the date of completion. This enables, the
implementation of a set of improvements which were identified in the first phase, detailed in the second phase,
devised into detailed course of action in the third phase and finally implemented in the last phase.
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Comprehending
Worksheets

Pathway 1: Strategic and Tactical
Pathway 1is recommended for
organizations seeking completeness and
clarity in all dimensions of their
cybersecurity practices. Their view is to
develop both on strategy and
accompanying tactics for enhancing their
. cybersecurity posture. This is the
Sensemakmg recommended pathway for inculcating the
Worksheets principles of NCIIPC in the organization.

Pathway 2 : Strategic
Pathway 2 is recommended for

organizations who are interested in a
broad view implementation of their
_______________________________________ —B controls but are not interested in a
: . : detailed view. these organizations are
Reformulating striving for a view to develop their
: Worksheets strategy while providing a more laissez-
: : faire approach to their tactics.
A4 ;
P AN
BRRRRRRY ASRSNNN NSO N Pathway 3 : Tactical
' . . Pathway 3 is recommended for
: Implementing E organizations that are interested in
: Worksheets ; improving their cybersecurity posture in
: ' the short run. Thus, they focus on the
' ; tactical dimension and improvement.
i 000 1 !
: 000 :
: 000




Collaborative Change Management Process

NCIIPC transformation for organizations - 3b

Pathway 1: Strategic
and Tactical

An organization that strives
for completeness and clarity
should follow this pathway.

Comprehending

This pathway begins with
the filling of the scoresheet.
These scoresheet provide
an insight into the domain
and associated controls.

Pathway 2: Strategic

An organization that strives
for a broader granular view
for the controls, yet wants
to invest significant
resources on a strategic
outlook towards improving
their cybersecurity posture.

Sensemaking

Stakeholders then move to
the checklist of controls and
complete this checklist in
further detail. This detailed
checklist filling provides a
detailed understanding of
the control limitations as
well as areas that can be
improved to enhance the
cybersecurity posture.

Reformulating

The next step involves
acting on the data produced
from the exercise on the
controls. In this third step,
the stakeholders complete
the sensemaking
worksheets and try to grasp
the future possibilities as
well as areas for
improvement in a strategic
manner.

Comprehending

This pathway begins with
the scoresheet evaluation to
gauge the current posture.

Reformulating

The next step involves
acting on the data produced
from the exercise on the
controls. In this third step,
the stakeholders complete
the sensemaking
worksheets and try to grasp
the future possibilities as
well as areas for
improvement in a strategic
manner.

Implementing

Finally, based on insights of
the sensemaking
worksheets, the
implementation is charted in
greater detail.

Pathway 3: Tactical

This pathway is best suited
for organizations that focus
on rapid implementation of
the improvements in the
controls for remedies in the
short-run

Comprehending

This pathway begins with the
filling of the scoresheet.

Implementing

Based on the insights of the
scorecard details, the RP
values are used to identify
the timeline of the
implementation. Next, the
implementation is charted.

Implementing

Finally, based on insights of
the sensemaking
worksheets, the
implementation is charted in
greater detail.




How to use the worksheets

Guide - 1

Worksheet Title

Reformulating Worksheet 4

L 4

These would help you in understanding various
factors about your organization and facilitate the
implementation of the desired Control in an
effective manner. These worksheets have different
tools that could be completed as team based
activities.

1 First step involves 8 Reformulating Worksheets.

L 4

¢ Every Worksheet is structured for clarity. The left side of the
workbook page (like this one) provides a complete
breakdown of the SPOC diagram's fields (Purpose,
Responsibility, Initiatives, etc.) and contains a pre-filled
example sheet (like the IC6 diagram below) with guiding data
to help you immediately understand the context of each field.

AM 3.9

a5

Limitati Timeline
2 and Challenges 4andcusts s required 20e 7
challenges we have.. ResoMEe
1 Purpose We heed it Activities Value
because.. P &2 civity | TheValue it
Activity 2 will provide...
y . V'S
v v
Initiative |
Initiative/Changes 6 Responsibility Impact
Initiative 2 e impact it
EPF department will 4o it will have..

This section contains various tools to shape a better
understanding of Domains and Controls. Note: Always use
the left-side example to reference data flow/content before
filling the blank template on the right side (e.g., '4 Strategic
Planning for Controls') with your unique data.

Second step is to execute the Reformulating

2 Worksheets (Pages 10 to 21). These pages are
designed as a set of analytical tools to be
completed as a group.

¢ The Reformulating Worksheets are not just forms; they are
large-format analytical tools designed to facilitate
dynamic, hands-on sessions. You should ideally print these
templates out (A3 size is recommended for collaboration)
for team use. This collaborative setting is vital for CISOs
and senior management to drive brainstorming activities
and utilize a systems-thinking approach. The workbook's
structure supports this: the left side provides the complete
description, context, and a pre-filled example for
immediate understanding, while the right side contains the
blank template (like '4 Strategic Planning for Controls') for
documenting your team's unique data.

Strategic Planning for Controls
Reformulating Worksheet * \ g
W - N
a 23
8 H
(=]
H B
2 §
H
M
x
i
@ co N
B H
REF 4 26




How to use the worksheets
Guide - 2

I‘N‘I’rksthfe:VTLtLe 1 Fifth step involves the Implementation
mplementation Worksheet ¢- L . .
Worksheet section. These would help you in
o workehasts -3, calogerz the denified Domain and Conirols uder cach Gcia comprehending the data gathered from the
sensemaking worksheets and aid in successful
T implementation of the identified action courses.
Urgent Less Urgent
Domaih 2
Controls Ic5, ocs, 0c7
E Intervention . . ) .
© ¢ Implementation Worksheet will have a description and a
el ..
5 A.Prioritize C.Schedule step by step approach to successfully execute the activity.
g- - All the Implementation Worksheets are arranged in a logical
= S e e contrcls Te2 manner and so ideally it would be the best to follow the
Intervention T Worksheet sequence to yield the maximum benefits.
pomain |
E conttole Pl Domain 9
S Thtetrvention Controls PCo, DR3
o vomain 5 fenentin # ¢ This is the section where you will write the Domains and
g- B Eiei;hié Ty @A D.Postpone Controls and its intervention(s) identified under each
- ooman quadrant. These are categorized in terms of - Prioritize,
a Contrls oco ‘:Kk ‘;MMW Execute, Schedule, Postpone. Complete the Worksheets
-~ Intervention Intervehtion to make each quadrant actionable with respect to your
organization.
]

Implementation - Quadrant # ¢ . Sixth step involves filling the 4 Worksheets under
Implementation Worksheet . .
the Implementation section. These Worksheets
e e G L T e will help in making the implementational steps
oo ' oo : more actionable
Domain # | Control # Responsibility Timeline | Completion Date | Status
Ics Shubsh Singh | week 25/07/25 e
oes Aniket £ Bl e ks lz/te/2s
Cemah 2
e Shrinivas W | manth 1a/18/25 a

¢ EFach Quadrant has its own Implementational Worksheet
where you can list down the identified Domains and
Controls and assign responsibility, timeline, completion
date and can track it for successful implementation.
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Domain & Control Comparison Matrix
Reformulating Worksheet - Example

This Worksheet gives an overview of the organization’s Domain posture with respect to NCIIPC controls
1. Fill the Average RP score for each domain and control group respectively

« Refer to the scorecard page for each domain and fill the white boxes in the matrix
2. Compare the scores of the Domain and associated control to understand their relationship

5 OSQ\
3> N <
& S
3> o
> ® &© Q &
& N & < (S
o‘\ ‘.00 9 O Qb
O & > © 2
& ® L
.QQ () - QQ < Q&
Q & S <@ ~
s & &£ P ¢
< R R & &
1. Governance 32 4 21
2. Risk Management | 21 I3 3
3. Asset Management 3 32 25
4. ldentity & Access Mgmt 4 25
5. Secure Design & Engineering 3 2 2 4
6. Vulnerability & Patch Mgmt 4 2l 32 25
7. Threat Intelligence 2 3 2
8. Security Incident Mgmt 25 4
9. Resilience Management 32 2l 3 2
10. Physical & Environmental
. 3 2)
Security
11. Data Protection 3
12. Supply Chain Risk 2 25 4
13. Workforce Management 25 32
14. Change Management 4 3
15. Situational Awareness
2) 4 3 25

12 REF



Domain & Control Comparison Matrix
Reformulating Worksheet - Template

& »é\'\{é
> S @
& N Q
QO N 02 oo
o
> & & Q &
& & & @ \s
S & O S &
Q o o 2
. \QQ» &0 0 & $

1. Governance

2. Risk Management

3. Asset Management

4. Identity & Access Mgmt

5. Secure Design & Engineering

6. Vulnerability & Patch Mgmt

7. Threat Intelligence

8. Security Incident Mgmt

9. Resilience Management

10. Physical & Environmental
Security

11. Data Protection

12. Supply Chain Risk

13. Workforce Management

14. Change Management

15. Situational Awareness

REF



Risk Priority & Business Continuity Impact

Reformulating Worksheet - Example

This Worksheet compares the Risk Priority Score (RP) to the Impact on Business Continuity.
» Refer to the scorecard page for each domain
1. Based on the results from Reformulating Worksheet 1, assign quadrants to the identified Domains and its
controls
« Quadrant 1 will consist of identified Domains and Controls that have high impact on business continuity but low Risk
Priority Score (RP)
« Quadrant 2 will consist of identified Domains and Controls that have high impact on business continuity and high
Risk Priority Score (RP)
« Quadrant 3 will consist of identified Domains and Controls that have low impact on business continuity and low Risk
Priority Score (RP)
« Quadrant 4 will consist of identified Domains and Controls that have low impact on business continuity but high Risk
Priority Score (RP)
2. Compare Domains and Controls pairs amongst each other and identify the priority of execution
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Low Risk Priority (RP) High
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Risk Priority & Business Continuity Impact

Reformulating Worksheet - Template

ngh'

Impact on Business Continuity

>
Low Risk Priority (RP) High

Michael E. Whitman, & Herbert J. Mattord (2019). Management of information security. Cengage Learning.
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Strategic Planning for Domains

Reformulating Worksheet - Example

This Worksheet helps in understanding the Domains on a deeper level by identifying various levels of impact

that it has in an organization

1. Based on the results from Reformulating Worksheet 2, write your prioritized Domain in the central circle
« |ldeally this exercise should be done for all Domains that need improvement (identified from the Worksheet 1)

2. Using post-it notes, mark the level of impacts (Technical, Financial, Operational, Compliance) and its
associated reasons that the particular domain could cause

3. Use post-it notes for the outer circle to write the associated impacts (Organizational, Business continuity,
Security, Legal) that the Domain has on the organization

Organizational Business
Impact continuity .
Impact  A#ocae?
00\9“’7)\ Pae . Im]ﬂakt
po# Catastrophic s

oY o

..............
""""
.....

. - For "~.__“ Impact

Imyabt .

Technlcal Minor Fmanmai
Impact e R Impact

-
-

- Tl ‘\
4 y Insignificant "+, o860 4

H r \ cor :

d H \4 1 r

i X ™ . A :
o —— pet 2 : L
] : : ] o2 : ; : i
I'. B '.‘ l“ Reason ; eas_oh |:
B b K For 4 po/‘ 3
\ Fﬂ" “‘ \;‘ :t I}h !
Tmpact ‘\ € o ason Impact K Paq :
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Operatlonal e B Compliance

.............
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X
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» Security Legal w:
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Strategic Planning

for Domains

Reformulating Worksheet - Template

Organizational
Impact

/

..........
d'-’

-

"

Technlcalx-' ’
I mpact

LT

Operatlonal
Impact“~~

Lo
.
.......

Security
Impact

Business

continuity

Impact
Catastrophic hN

.

Fmanmai

------ Impact
------ Com pliance
Impact ;

-

Legal
Impact

Michael E. Whitman, & Herbert J. Mattord (2019). Management of information security. Cengage Learning.
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Strategic Planning for Controls
Reformulating Worksheet - Example

This Worksheet helps in understanding the Controls on a deeper level by breaking it down into different
components. This diagram is a variant of the SIPOC Diagram/ Turtle Diagram.
1. Based on the results from Reformulating Worksheet 2, Write the prioritized Control in the given space
« |ldeally this exercise should be done for all Controls that need improvement (identified from the Worksheet 1)
2. Start filling the other sections in a sequential manner
o Purpose: Outlines the rationale behind the control. this section explains why it is necessary, including the goals,
objectives, or problems it aims to address
« Extraneous Limitations and Challenges: External or unforeseen factors that hinder the effective implementation,
operation, or assessment of a cybersecurity control within an organization.
« Initiative/ Changes: Specifies the main idea or plan being proposed. This aspect summarizes the key approach or
project intended to meet the outlined purpose
« Resources and Costs: Identifies the tangible and intangible resources technical, human, and otherwise needed to
implement the control, along with the associated expenses and budget considerations.
o Activities: Breaks down the practical steps and processes for carrying out the initiative. This section details the
methods, tasks, and procedures that will be employed to fulfill the plan
» Responsibility: Identifies the individual(s) or role(s) in charge of carrying out or overseeing the control. This section
clarifies who is in-charge of the action steps and is ultimately accountable for achieving the desired outcomes
o Timeline: The structured sequence of events, milestones, or deadlines associated with the implementation,
evaluation, and improvement of a cybersecurity control.
» Value: The significance or benefit a cybersecurity control brings to the organization in terms of security
enhancement, risk reduction, or operational efficiency.
o Impact: The measurable effect positive or negative that a cybersecurity control, security event, or threat has on the
organization’s operations, assets, or compliance posture.

%ouu.a es .
" . " e’ﬁ“-"‘-e 4 " N
Extraneous Limitations N Resources are \ 7 Timeline
and Challenges and costs
nave..
cnallenges W&
T T T
Purpose We heed it Activities Value
because..
T .
Ice Activity | T value it
Activity 2 WL provide.,
N S N
3 Initiative/Changes \ 6 Responsibility \ 9 Impact
Thitiative | XYZ department will do it The impact it wil
Initiative 2 have
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Strategic Planning for Controls
Reformulating Worksheet - Template
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Peter Jones, & Kristel Van Ael (2022). Design journeys through complex systems: Practice tools for systemic design. Amsterdam: Bis

Publishers, 2022.
Philip B. Crosby (1979). Quality is free: The art of making quality certain. New York: New American Library, 17, 174-83.
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Resource Mapping: Current Scenario
Reformulating Worksheet - Example

This Worksheet helps in understanding the resources that would be required to successfully execute the

target Domain and Control in the current scenario
1. Write the selected Domain and Control in the central circle

2. Write the associated resources required for each sections
» Policy: List relevant policy changes that are required to achieve the target domain and control

» Process: List relevant process changes that are required to achieve the target domain and control
» Procedure: List relevant procedure changes that are required to achieve the target domain and control
» Product: List relevant product changes that are required to achieve the target domain and control
3. Once completed, the information from this sheet can also be used for enhancing the information in the

Resources and Costs section in the Reformulating Worksheet 4

Policy Process

iying oF
roe * ol \/wat'ma Proc ess changes . A b
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! Formd
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00y\dlhpv\'

Target Domain & Control

Asset  Mgmt

Ice

Procedure Change: A granular
)

tactical modification to the

Product change: A modification made to Frecise, document
) AcclUimented steps

a product, wu. ; .
F ) “edge o its design to involved in executing g t
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Resource Mapping: Current Scenario

Reformulating Worksheet - Template

Policy
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Target Domain & Control

Process

Procedure

REF

21



Resource Mapping: Alternative Scenarios

Reformulating Worksheet - Example

This Worksheet helps in building the alternative scenarios based on the existing scenario and hence provides
support to contrafactual thinking while creating cybersecurity plans to handle normal and extreme events of
the future
1. Fill the center square with existing scenario from Reformulating worksheet 5
» Detail out the existing scenario
2. Use contrafactual thinking to develop 4 alternative scenarios to be reached in the future: Preferred;
Probable; Plausible; Possible
» Preferred: preferred futures are those futures that are desirable in nature and are what the people involved want a
future to be. These preferred futures are highly contested since questions regarding agency and benefits are raised,
i.e. preferable according to who and for whom.
« Probable: probable futures are those futures that would, in all likelihood, manifest unless there are major upheavals
in society. These are futures that are most likely to happen.
» Plausible: plausible futures are those futures that are credible or appear acceptable. These provide the realm of
those futures that could happen.
« Possible : possible futures are those futures that could be made manifest if there were deviations from existing
trends due to the emergence of new unanticipated trends or upheavals. These are futures that might happen.

Preferred future Probable future 2
scenario scenario

petailed « g . . D&faﬂeé{ possible
N Possible Existing Scenario (Domain
soenatio Required i Seenatiy , pathways
Fesoureps FAtNWaYS and associated Controls) Required
resoutrces
Asset Mgmt
Ice
Existing Existing Petailed
5 .
pPossible Scenario Resoure o s 2 o Scehatio
petailed A\ ~ 2 oA Fossib)
] pathways v WY E
Seenario 2 athway;
Requite
Fesolutc e

Plausible Possible 4
future scenario future scenario
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Resource Mapping: Alternative Scenarios

Reformulating Worksheet - Template

Preferred future Probable future 2
scenario scenario

Existing Scenario (Domain
and associated Controls)

Plausible Possible 4
future scenario future scenario

Hannah Kosow, and Robert GaBner. 2008. Methods of Future and Scenario Analysis: Overview, Assessment, and Selection
Criteria (vol. 39). Bonn: German Development Institute.
Mats Lindgren, and Hans Bandhold. 2009. Scenario Planning: The Link Between Future and Strategy. UK: Palgrave-Macmillan.
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Mapping for Human Systems Integration

Reformulating Worksheet - Example

This worksheet will help in mapping the transition between the present posture to an Ideal posture and the

required efforts

1. Using post-it notes to fill-in the 12 sections in the requisite numbered order to aid in the transition.
2. First the process improvements need to be charted that will aid in the transition of the future ideal states.

3. Second, the current technological capability is charted along with the required future people capability,

followed by the required interventions (5-7)
4. Third, the current people capability are charted along with the required technological capability in the
future, followed by the required interventions.

r
Present Interventions Vision (Ideal future)
Processes Planned Envisioned Processes (Improvement)
1 2 4 3
Current process Planned ch anges E what intetrventions How would the
des M’?Pl’i on for the current 5 weuld the updated process
s i Updated process look. like
| Fequire in Future
Technologies Planned Envisioned People (Training)
5 6 : 8 7
Technology used Planned changes é e what kind of training
ih the current for the current : fhanﬂ“ '.“ is requited to handle
process techndogy used | Implemehting the the updated
i training technology
People Planned Envisioned Technologies (Design)
9 10 112 1"
People involved in Planned changes ! éwmm“’{ ViR ] éF
handling the For the current : ehangeg in technology is
Curtent proc.ess wWorkEsre e E implementing the required to help the
i technology workforc.e
Unfreezing Changing Refreezing

Structural Changes

24

A J

REF



Mapping for Human Systems Integration

Reformulating Worksheet - Template

Present Interventions Vision (Ideal future)
Processes Planned Envisioned Processes (Improvement)
1 2 C 4 3
Technologies Planned Envisioned People (Training)
5 6 ' 8 7
People Planned Envisioned Technologies (Design)
9 10 P12 1
Unfreezing Changing Refreezing

Structural Changes

REF

Leavitt H J. (1965). Applied organizational change in industry: structural, technical and humanistic approaches, in March, J. G.
(ed.), Handbook of Organizations. 1144-1170.lI
Bill Sharpe (2020).Three horizons: Patterning of Hope. UK:Triarchy Press.
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Resource Planning for Inclusive Change
Reformulating Worksheet - Example

This Worksheet helps in resource planning for cybersecurity by collating various requirements from various
stakeholders together
1. Rows highlight the breadth in terms of perspectives and associated entities
« Ideally the CISO and the related teams at each level of the organizational hierarchy should identify stakeholders
who can contribute towards (Vertical Dimension):
» Executive Perspective: Enabling the identification of Scope
e Business Perspective: Clarifying Business Logic
o System Design Perspective: Representing System Logic
» Developer/ OT Engineer Perspective: Specifying Technology
» Worker/ Operator Perspective: Execute through Tools and Components
2. Columns indicate the context and the respective physical and temporal entities
o What: Entities and Assets based on perspective
e How: Process and Operations based on perspective
o Where: Entities in Contexts based on perspective
¢ Who: Responsibility Assignments based on perspective
» When: Timing/Periodic cycles based on perspective
* Why: Motivation and Intention based on perspective
3. The matrix is a representation of all the perspectives across the organization and will help towards
resource planning for enabling inclusive change management for an enhanced cybersecurity posture.
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Resource Planning for Inclusive Change

Reformulating Worksheet - Template
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John A. Zachman, (2011). Zachman Framework Version 3.0. https://zachman-feac.com/the-zachman-framework-evolution(Accessed:16/3/25)
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Consensus Formation
Reformulating Worksheet - Example

This Worksheet helps in forming of consensus and further action for various stakeholders collectively
1. Horizontal axis highlights the range of certainty of the proposed interventions
2. Vertical axis indicate the stakeholder wide agreement for the implementation of the proposed

intervention

3. There are 4 quadrants for this tool
a. Quadrant 1 will consist of interventions that have high agreement and high certainty, it is advised that

the organization follows the implementing worksheets

b. Quadrant 2 will consist of interventions that have high agreement but low certainty, it is advised that

the organization follows the sensemaking worksheets again

c. Quadrant 3 will consist of interventions that have low agreement and low certainty, it is advised that

the organization follows the comprehending worksheets

d. Quadrant 4 will consist of interventions that have low agreement but high certainty, it is advised that

the organization follows the reformulating worksheets

4. The matrix is a representation of the various interventions formulated until now and will help towards a
collective consensus. This will enable inclusive change management for an enhanced cybersecurity
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Consensus Formation
Reformulating Worksheet - Template
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Action Priority Matrix

Implementation Worksheet

This Worksheet helps in categorizing the Interventions in Implement quadrant of reformulation worksheet 9
(Consensus Formulation), based on Importance and Urgency
1. From the Reformulation worksheet 9, categorize the identified Interventions for Domain and Control
implementation under each Quadrant
» Prioritize: Interventions that are Important and needs Urgent implementation
» Execute: Interventions that are Less Important but needs Urgent implementation
» Schedule: Interventions that are Important but are Less Urgent
» Postpone: Interventions that are Less Important and are Less Urgent

Urgent Less Urgent

A.Prioritize C.Schedule

Important

B.Execute D.Postpone

Less Important

https://thedecisionlab.com/reference-guide/management/the-eisenhower-matrix
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Implementation - Prioritze

Implementation Worksheet

This Worksheet helps in keeping track of the implementation of the Controls
1. Refer to A. Prioritize Quadrant of the Implementation Worksheet 0 and fill the table below

« Fill the table with all the Domains and associated Controls identified in the Prioritize Quadrant

« Fill the Domain and Control numbers, assign responsibility, timeline and a completion date, respectively
2. Keep track of the implementation status. Mark the status checkbox once the domain and control is fully

implemented

Domain # | Control # Responsibility Timeline | Completion Date | Status
IMP 33



Implementation - Execute
Implementation Worksheet

This Worksheet helps in keeping track of the implementation of the Controls

1. Refer to B. Execute Quadrant of the Implementation Worksheet 0 and fill the table below
« Fill the table with all the Domains and associated Controls identified in the Prioritize Quadrant
» Fill the Domain and Control numbers, assign responsibility, timeline and a completion date, respectively

2. Keep track of the implementation status. Mark the status checkbox once the domain and control is fully
implemented

Domain # | Control # Responsibility Timeline | Completion Date | Status
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Implementation - Schedule

Implementation Worksheet

This Worksheet helps in keeping track of the implementation of the Controls
1. Refer to C. Schedule Quadrant of the Implementation Worksheet 0 and fill the table below

« Fill the table with all the Domains and associated Controls identified in the Prioritize Quadrant

» Fill the Domain and Control numbers, assign responsibility, timeline and a completion date, respectively
2. Keep track of the implementation status. Mark the status checkbox once the domain and control is fully

implemented

Domain # | Control # Responsibility Timeline | Completion Date | Status
IMP 35



Implementation - Postpone

Implementation Worksheet

Domain #

Control #

Responsibility

Timeline

Completion Date

Status
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Workbook for NCIIPC
based transformation
of Indian Organizations

The workbook is designed as a supplement to the NCIIPC
Guidelines For Protection Of National Critical Information
Infrastructures. It is designed to aid cybersecurity
practitioners to successfully integrate the principles and
guidelines of NCIIPC into their organizational practices in
a systematic manner.

As a foundational element within India’s cybersecurity
practices, the NCIIPC guidelines is aimed to enhance
protection of vital national assets. The actual results of
these guidelines depend on their successful
implementation across sectors possessing different
resource capabilities, technical abilities and maturity
levels. This workbook uses analytical tools to examine
the existing cybersecurity posture of organizations using
frameworks and methodologies which enhance guideline
comprehension and reveal opportunities for performance
improvement. Further, it adopts a broader human-centric
lens—not limited to the direct involvement of individuals
but extending to the tools and methods that allow
organizations to analyze, adapt, and implement NCIIPC
guidelines effectively in a participatory and phased
manner.

The workbook derives from the principles of human-
centered design thinking and systems thinking to
support the adoption of NCIIPC guidelines using a 4-
phase transformation process: Comprehending,
Sensemaking, Reformulating, Implementing. These 4
phases and the associated analytical tools,
systematically guide the practitioners in identifying the
gaps in the organization’s cybersecurity posture and aids
them in formulating solutions in a participatory manner,
while taking into account the viewpoints of the various
stakeholders. In other words, the NCIIPC based systemic
transition is an organizational achievement brought forth
by participation and collaboration in light of the
enhancements in the cybersecurity posture.
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Phase 1: Comprehending

In the very first phase the key idea is
to self assess and comprehend the
essential status of the organization,
in terms of the various domains and
respective controls.

Phase 2: Sensemaking

In the second phase, the
improvement areas are highlighted
using detailed relationships between
15 domain areas and 6 associated
control groups. These improvement
areas serve as the basis for the
subsequent steps.

Phase 3: Reformulating

In the third phase, improvement
pathways are created in order to fill
the gaps identified in the previous
two phases. This phase uses
templates and tools to enable the
practitioners to chart out a set of
actions for the improvement of the
organization’s cybersecurity posture.

Phase 4: Implementing

In the fourth phase, detailed course
of action in the third phase get
implemented in the organization. This
fourth aids the changemakers by
providing them with tools to aid in the
change implementation process
based on priority and impact. thus
enabling a smoother transition
towards the integration of NCIIPC
based guidelines and principles in the
organization.

ISBN 978-93-k128-253-9
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